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Abstract - National defence in the seas faces increasingly complex challenges due to developments in 

information technology. Cyber threats are a significant threat to national security, including in the context of 

national defence at sea. Therefore, the Indonesian Navy as a component of national defence needs to apply 

sophisticated information technology to deal with this threat. This study aims to analyse the application of 

Indonesian Navy information technology in dealing with cyber threats to support national defence at sea. The 

method used in this study is a qualitative method with a case study approach. This research involved collecting 

data through in-depth interviews, participant observation, and analysis of related documents. The results of this 

study indicate that the Indonesian Navy has implemented various innovative information technologies to deal 

with cyber threats. The application of this information technology involves Information Technology 

Infrastructure (hardware), the readiness of the Required Cyber Operation Software and Human Resources 

(brain ware), as well as the development of cyber capabilities within the organization. Through the application 

of this information technology, the Indonesian Navy can support national defence at sea more effectively 

Keywords: Technology, Indonesian Navy, cyber threats, national defence. 

 

I. INTRODUCTION 

  

In an era of growing globalization, information technology plays a very important role in almost every 

aspect of our lives. The application of information technology has brought about profound changes in the way 

we work, communicate, learn, and interact with the world around us.[1][2] The application of information 

technology includes the use of hardware, software, computer networks and various applications that enable the 

efficient processing, storage, retrieval and exchange of information.[3] Information technology provides the 

ability to automate processes, increase productivity, expand access to information, and connect people from 

different geographic locations.[4] In this case the application of information technology involves the 

implementation and integration of information systems designed to meet the needs and goals of the 

organization. Organizations across a wide range of sectors, including business, education, government, 

healthcare and others, rely on information technology to improve operational efficiency, improve service quality 

and achieve competitive advantage.[5] The application of information technology has also changed the way we 

interact with society and access information. In the digital era, we can easily connect with people around the 

world through social media platforms, email and instant messaging applications. Information that was 

previously difficult to access is now available in seconds via the internet. However, the application of 

information technology also poses certain challenges and risks. Data security, privacy and information leakage 

are important issues that need to be addressed. In addition, the adoption of information technology can also  

create a digital divide, where some people can be left behind in keeping up with technological developments.[6] 

Along with the current developments in various fields of human life, when talking about National defence, 

the meaning and context it faces, of course, also evolves. Along with the development of science and 

technology, of course this has a positive value for the ease of human life, but of course this also carries the 

potential to harm humans. In the context of the State and defence the development of Information Technology is 

followed by potential threats in the field of cyber security to the state.[7] According to the results of a survey 

conducted by the Association of Indonesian Internet Service Providers (APJII) in the 2022-2023 period, internet 

users in Indonesia reached 215.63 million people. This figure shows an increase of 2.67% compared to the 
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previous period, where there were 210.03 million internet users. This data confirms that the internet is 

increasingly penetrating various layers of Indonesian society.[8][9] It can be said that in Indonesia there is quite 

high digital penetration, currently all people in this country depend quite heavily on technology. This 

dependence is not only experienced by ordinary people, but the government and state affairs are also dependent 

on technology. Therefore security in the use of technology is quite important because the potential for cyber-

crime is increasingly open with the massive use of technology today. Currently, Information Technology is not 

only used in the industrial or economic fields, but also in the defence and security sector of a country. [10] The 

use of information technology for military purposes has grown rapidly in various countries, especially for the 

interests of national defence, among others being used in information systems and data processing, command 

and control systems, and weapons control systems for defence purposes. 

Implementation of information support operations can be in the form of Cyber Security and Security 

Awareness. In practice, the Indonesian Navy still has obstacles, including: Information Technology 

infrastructure that is owned is not optimal, cyber operation software is still limited and Human Resources as 

crew members still need to be improved and interoperability between cyber stakeholders has not been 

maximized. Advances in technology and information will certainly pose a new threat in cyber space, namely 

cyber-crime.[11][12] Cybercrime is a crime that was born as a negative impact from the development of 

applications on the internet.[13] In analysing the impact of cyber-crime on a country's defence, it is necessary to 

identify risk management that can determine how big the probability and consequences of cyber-crime are. The 

risks faced in overcoming the threat of cyber-crime are not inferior to conventional warfare. This causes the 

identified risks to be able to produce a national defence strategy in dealing with cybercrime threats.[14] The 

Indonesian Navy needs to develop and optimize Information Technology in an effort to improve performance to 

support national defence at sea. Good infrastructure, systems and management are needed as well as the 

integration of all information systems that are able to adapt to very fast technological changes so as to provide 

maximum benefits for the advancement of the Indonesian Navy, especially in dealing with cyber threats which 

are currently increasingly prevalent. 

 

II. METHOD 

  

In this study using descriptive qualitative which aims to understand and describe the phenomenon studied in 

detail, by exploring the perspectives, attitudes, and beliefs of individuals or groups involved in research. This 

study does not aim to test hypotheses or make statistical generalizations, but rather focuses on an in-depth 

understanding of the context and complexity of the observed phenomena. This method focuses on explanations 

and interpretations from the perspective of research participants. Qualitative descriptive research generally uses 

a qualitative approach in data collection and analysis.[15][16] Data collection methods that are often used 

include interviews, participant observation, document studies, and focus group discussions. The data obtained is 

then analysed thematically, by looking for patterns, themes, or categories that emerge from the collected data. 

After that the researcher determines the topic or research problem that he wants to examine descriptively. Next, 

the researcher will design a research design, including participant selection, data collection techniques, and data 

analysis procedures. Data analysis in qualitative descriptive research using SWOT analysis will be used as a 

framework for understanding certain situations or phenomena holistically.[17][18] Through the identification of 

strengths, weaknesses, opportunities and threats from the data collected. Researchers try to understand the 

meaning contained in the data and describe it in a rich and deep narrative. Research conclusions focus on 

understanding the context of the phenomenon studied, by describing the characteristics, patterns, or findings that 

emerge from the data analysis. 

 

III. RESULT AND DISCUSSION 

  

The technical supervisor of computer technology within the Indonesian Navy is the Information and Data 

Processing Service of the Indonesian Navy which has an important role regarding the use of Information 

Technology and computers within the Indonesian Navy. The Data Centre owned is a data centre for the 

Indonesian Navy which is able to guarantee the availability of services for all information systems and databases 

from various risks. The data centre is also a place for all computer servers and also as a Disaster Recovery 

Centre Server unit under it. In ensuring network security, the Indonesian Navy has a Network System Security 

Laboratory which functions to improve network system security capabilities and is responsible for network 

system security and information systems in the Indonesian Navy. The security of the network system is not only 

shown in the internal network but in the overall relationship between inter and interconnection between units, 
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command and control centres and the smallest elements of the Indonesian Navy in the field such as the 

Indonesian Republic Ship and the Task Force. 

A. Optimal Indonesian Navy Information Technology Infrastructure 

Reliable information technology infrastructure is one of the important pillars in cyber defence. This 

includes hardware, communications networks, and applicable policies and procedures. The Indonesian Navy 

needs to ensure that the equipment and systems they use can identify, address and respond to cyber-attacks 

quickly and effectively. One of the main components of information technology infrastructure is a security 

system. The Indonesian Navy must have a strong layer of defence to protect their sensitive data, operational 

systems and communication networks from possible attacks. This involves the use of firewalls, data 

encryption, intrusion detection systems, and strict policies and procedures for managing information access 

and use. In addition, it is also important for the Indonesian Navy to have a well-trained and qualified cyber 

security team. This team will be responsible for monitoring and protecting their systems, as well as 

responding quickly to detected attacks. They also need to stay abreast of information technology 

developments and the latest cyber-attack trends to be able to build an effective defence. In dealing with 

cyber threats, the Indonesian Navy can also take advantage of cooperation with other parties, both on a 

national and international scale. This collaboration can involve exchanging information, training, and 

cooperation in the development of cyber defence technologies and strategies. With a strong information 

technology infrastructure, the Indonesian Navy will have better capabilities in dealing with increasingly 

complex cyber threats. With strong protection of their systems, the Indonesian Navy can ensure operational 

continuity, maintain the security and integrity of sensitive data, and make a significant contribution to 

maintaining Indonesia's maritime sovereignty. 

B. Required Cyber Operations Software Readiness 

Cyber operations software refers to the various applications, systems and protocols used to manage, 

protect and monitor the security of computer networks and IT infrastructure within the Indonesian Navy's 

operational environment. This includes security policies, intrusion detection, data security, risk management, 

and cyber disaster recovery. The cyber threats faced by the Indonesian Navy are very diverse and continue to 

evolve along with advances in technology. Some of the threats that need to be confronted include hacking 

attacks, malware attacks, DDoS (Distributed Denial of Service) attacks, ransom ware attacks, and other 

threats aimed at accessing, stealing, or destroying sensitive information and vital infrastructure. To deal with 

these threats, the readiness of cyber operation software is very important. Reliable and sophisticated 

software can provide effective protection against cyber-attacks, detect suspicious activity, and respond 

quickly to reduce the impact that may arise. In addition, good cyber operations software must also be able to 

continuously monitor networks and systems, analyse and report detected threats, and provide timely 

solutions to address security incidents. In the context of the Indonesian Navy, the required cyber operations 

software must be specifically designed for their needs. This includes developing adequate systems to secure 

data and communications, protect weapons systems, and carry out effective and coordinated cyber 

operations. In this review, it will be discussed further regarding various aspects of cyber operations software 

required by the Indonesian Navy to deal with expected cyber threats. This includes strong security policies, 

intrusion detection systems, data security technologies, risk management, and an effective cyber disaster 

recovery plan. 

C. Optimal Indonesian Navy Human Resources (Brain ware) 

In dealing with this cyber threat, the Indonesian Navy realizes that optimal human resources or "brain 

ware" is a key factor in securing their infrastructure and data. Cyber threats evolve rapidly and are 

increasingly complex, involving attacks such as hacking, malware attacks, DDoS attacks, and phishing 

attacks that aim to steal sensitive information or damage systems. As information technology advances, 

attackers are becoming more sophisticated and able to change their tactics constantly. Therefore, the 

Indonesian Navy realizes the importance of having skilled and well-trained human resources in dealing with 

this threat. Optimal human resources in this context refer to personnel who have in-depth knowledge, skills 

and understanding of cyber security and information technology. They must be able to identify threats, track 

attacks as they occur, and take appropriate actions to address and recover affected systems. In addition, they 

must also be able to develop an effective security strategy, carry out risk assessments, and engage in 

proactive security practices. The Indonesian Navy recognizes that investing in optimal human resource 

development in terms of cyber security is a must. Continuous training and education is an important part of 

this strategy. Indonesian Navy personnel need to be kept updated with the latest developments in security 

technology and attack tactics used by attackers. In addition, collaboration with other institutions and 

organizations that have expertise in cyber security is also important to gain insight and a broader 
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understanding of existing threats. In this introduction, we will explore how the Indonesian Navy can achieve 

optimal human resources in dealing with cyber threats. We will see the efforts being made to increase the 

knowledge, skills and understanding of personnel in terms of cyber security. In addition, it will also discuss 

the importance of collaboration and cooperation with external parties in order to strengthen the Navy's cyber 

defence. With increased awareness of the importance of optimal human resources, the Indonesian Navy can 

be more prepared and responsive in dealing with ever-evolving cyber threats. 

D. Established Interoperability between Stakeholders 

The level of Information Technology capability in dealing with cyber threats must be carried out in all 

regions of Indonesia. This means that there must be interoperability of capabilities between stakeholders in 

dealing with cyber threats as the main controlling command, but in the deployment of forces a tactical 

command must be formed. In fact, cyber capabilities must also be placed in operational units, in order to be 

able to protect every electronic data in every unit, force, or other military technical agency. Interoperability 

between Stakeholders is expected to be able to protect various websites, websites and communication 

networks owned by the government, state agencies, and various ministries from various cyber attacks that 

often occur without the awareness of various parties. Institutions and other related agencies must work hand 

in hand in empowering the potential of cyber space and digital potential that they have, as artificial 

resources, to be empowered in stemming and dealing with cyber wars. The government must carry out 

various inventories, identify, foster, and manage various cyber power potentials that Indonesia has, 

especially social media users, the public, and various information communities. Cyber communication to 

synergize with each other in facing cyber threats 

E. Contribution 

1) The optimal application of Indonesian Navy Information Technology will be able to deal with today's 

rapidly developing cyber threats: The development of Information and Communication Technology is of 

course adding to the trend of world technological development with all forms of human creativity. The 

development of this technology is increasingly expanding into various fields, where people can quickly 

get the information they need at any time. Nearly a third of the world's population uses the internet in 

their daily lives, including the Indonesian Navy. With the mastery of knowledge caused by advances in 

the field of Information Technology, the enemy can be brought to its knees by means of computer 

technology. For example the use of artificial intelligence programs to simulate enemy formations and 

forces allows attacks to be effective with a fairly high success rate. The rapid development of 

Information Technology has also made it possible for the formation of new military units, whose 

activities are related to the process of collecting, processing and disseminating information. Information 

security is a set of methodologies, practices or processes designed and implemented to protect personal 

information or data from unauthorized access, use, misuse, interference or modification. Information 

security aims to protect data at various stages, whether in the process of storing, transferring or using it. 

With an information security system or what is known as optimal cyber security, of course, you will be 

able to deal with cyber threats that are rapidly increasing in various aspects. The Indonesian Navy must 

be able to build its Information Technology that is integrated, tough and integrated in dealing with future 

cyber threats 

2) Realization of National defence at sea: The Indonesian Navy, in carrying out its duties optimally, 

requires the main tools of modern weapons systems based on the latest technology along with reliable 

operational support systems and equipment and also based on the latest technology with high operational 

readiness. Therefore the defence sector in Indonesia and special institutions to deal with defence only 

focus on preparing to face physical threats. In this case, of course, it can be seen from the skill or skills of 

the Human Resources that are in it are only focused on having the abilities for physical warfare/threats. 

From another perspective, such as the facilities and infrastructure in the form of weapons that are owned 

are for the benefit of physical attacks. This then needs to be paid more attention to considering the threat 

sector that is currently expanding in the cyber sector due to technological advances, the concept of 

national defence at sea. 

F. Indicator of Success 

1) Well Addressed Cyber Threats: In cyber threats, there are methods of attack which are certainly different 

from classic wars, conventional wars or other physical wars. The domain of Cyber Warfare is in 

cyberspace, where the attacker is an Information Technology expert who does not have to come directly 

to the country being attacked. The area that is attacked is also not a physical area, territorial area, or 

geographical area, but a cyber-area. Three main reasons why a computer or communication system 

becomes the target of an opponent's cyber operations, namely: the system contains crucial information; 
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the system is related to important officials or influential people; and the system affects the basic needs of 

society. One of the operational support systems that is very necessary is an information system that is 

integrated and able to manage data and information quickly, precisely, accurately, and safely. An 

information system capable of presenting information in a comprehensive, real time and online manner 

in the context of organizational development and implementation of control, deployment and operation 

of sea power as well as in dealing with the dynamics of information development related to cyber threats 

in the Indonesian Navy can be handled properly. 

2) Realization of National defence at Sea: the government has defence institutions to maintain security from 

potential attacks. One of the institutions formed by the government regarding defence affairs is the 

Indonesian National Armed Forces. However, the Indonesian National Armed Forces itself was formed 

as a government agency engaged in the defence sector which in this regard focuses on the potential for 

physical attacks. In general, when talking about state security it is synonymous with security from 

potential physical threats. Therefore the defence sector in Indonesia and special institutions to deal with 

defence only focus on preparing to face physical threats. In this case, of course, it can be seen from the 

skill or skills of the Human Resources that are in it are only focused on having the abilities for physical 

warfare/threats. From another perspective, such as the facilities and infrastructure in the form of weapons 

that are owned are for the benefit of physical attacks. This then needs to be paid more attention to 

considering the threat sector that is currently expanding in the cyber sector due to technological 

advances, the concept of national defence at sea. 

G. Solution to problem 

 The potential for attacks on the cyber sector is currently occurring both throughout the world and in 

Indonesia itself is currently increasingly massive. Cyber-attacks themselves are of various types when viewed 

from the perpetrators and also their goals. Cyber-attacks can be carried out by individuals or even at the 

organizational or corporate level, maybe even at the country level. While the goals are also very diverse, from 

trivial goals such as curiosity from individuals or even to very serious goals such as espionage or sabotage in a 

more macro scope such as state information. Cyber-attacks in quantity are currently very massive followed by 

potential losses that are quite large if the targets also vary from harmless to very dangerous in the field of 

national defence. If viewed from a macro perspective, namely national defence, cyber attacks are of course a 

fairly serious threat. The use of technology, especially the internet, has now penetrated all sectors of human life, 

including the government sector. Assets in the form of digital information are things that have the potential to be 

taken and misused by other parties. Therefore it is very important for the state to have the capability and system 

to prevent cyber-attacks in the efforts of national defence. The Indonesian National Armed Forces as the front 

guard institution in the national defence structure, ideally also has the ability to be able to expand the scope of 

the focus of preparation in national defence efforts. 

1) Policy 

The application of Information Technology for the Indonesian Navy to deal with cyber threats in 

order to support the State's defence at sea, requires the implementation of the formulation of a policy to 

increase the optimal application of Information Technology. Policies are prepared based on current 

conditions and problems encountered in the Indonesian Navy. However, with the existence of factors that 

influence both internal factors and external factors which are always dynamic, opportunities and 

constraints are inevitable in achieving the desired goals. These opportunities and constraints must be 

utilized as well as possible in order to achieve the desired goal, namely to deal with cyber threats in the 

framework of supporting the State's defence at sea. The policies set are: 

2) Strategy 

Based on the above policies, it needs to be translated into an appropriate strategy so that it becomes a 

reference or basis in determining the efforts to be made. These strategies as a follow-up to the policies 

that have been formulated, are realized through a step or way (ways) supported by means and 

infrastructure (means) in order to achieve targets (ends) through setting priority scales for the targets to 

be achieved. As for determining the strategy in optimizing the application of Information Technology in 

the Indonesian Navy to deal with cyber threats in order to support the State's defence at sea. In this 

writing how to determine the strategy using the SWOT method approach (Strengths, Weaknesses, 

Opportunities, and Threats). Where the initial step of this strategy is to determine the internal and 

external factors in table 1 and figure1: 
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Table 1. Recapitulation of the results of SWOT weights and ratings 

Internal Factors Analysis Summary 

(IFAS) 
Weight Scores 

Weight x 

Scores 

Strength       

Conditions of the State Revenue and 

Expenditure Budget 
0,16 3,50 0,56 

Domestic industry 0,15 3,00 0,45 

Integrated Human Resources 0,15 3,75 0,56 

Application of Information Technology 0,15 3,50 0,53 

Amount 
  

2,10 

Weakness 
   

Infrastructure is still lacking 0,12 3,75 0,44 

Suboptimal software 0,12 3,50 0,41 

Limited Human Resources 0,14 3,25 0,46 

Sectorial ego mindset 0,13 3,25 0,41 

Amount 
  

1,73 

S - W 
  

0,37 

  

External Factors Analysis Summary 

(EFAS) 
Weight Scores 

Weight x 

Scores 

Opportunities       

IT development trends 0,17 3,00 0,51 

Simplify operations 0,16 2,50 0,40 

Create independence 0,16 2,75 0,44 

Stakeholder cooperation 0,16 3,25 0,52 

Amount 
  

1,87 

Threats   
   

Global cyber threat 0,12 2,75 0,32 

Cyber threat protection 0,10 3,00 0,30 

Sectorial ego occurs 0,10 3,25 0,33 

Internal threats to human resources 0,11 3,25 0,36 

Amount 
  

1,31 

O - T 
  

0,56 
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Figure 1. Quadrant SWOT 
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a) Strategy 1: Supporting the development and procurement policy directions for the Indonesian Navy 

Information Technology as needed, the strategy developed is to prepare the Navy Information 

Technology infrastructure in stages and continuously in accordance with the established roadmap, 

through coordination and development of Information Technology infrastructure related to cyber 

security. 

b) Strategy 2: Supporting the direction of software improvement and development policies in supporting 

the Navy's cyber operations, namely by fulfilling the Navy's cyber operation software prioritizing the 

domestic industry as a whole and evenly in every operational unit of the Indonesian Navy. 

c) Strategy 3: Supporting the policy directions for developing human resources who have integrity and 

competence in the field of Information Technology, by continuously preparing Indonesian Navy 

human resources through education, training, quality development programs. 

d) Strategy 4: Supporting the policy direction of increasing interoperability between Information 

Technology stakeholders in dealing with rapidly growing cyber threats, through training programs, 

cooperation and regulations that bind related parties. 

3) Effort: In order to realize and implement the above strategies, it is necessary to have positive efforts as 

elaboration and concrete actions, as follows: 

a) Strategy Effort-1. 

The Indonesian Navy coordinates with the Ministry of Defence and the Indonesian National 

Armed Forces regarding the procurement and development of information technology infrastructure 

that will be carried out so that the infrastructure can be built according to the expected needs; In 

sustainable infrastructure development, the Government through related agencies cooperates with 

foreign Information Technology industries in carrying out Technology Transfers so that the 

capabilities of the domestic industry increase; To determine hardware standards to be used, the 

Indonesian Navy can form a special team that is expert in Information Technology by involving 

consultants who are experts, qualified and have integrity to determine hardware standards to be used 

within the Indonesian Navy; The Indonesian Navy allocates a budget for the installation of Wi-

Fi/VSAT satellite infrastructure throughout KRI. This installation is expected to provide 

interoperability between staff on land and KRI elements carrying out operations at sea; in the 

framework of the independence and security of the national internet network, the Government is 

currently reviewing and planning to have its own national satellite managed by the government. So 

that internet network security can be controlled for its use and security, especially in the field of 

defence; To improve capabilities in carrying out cyber operations, the Indonesian Navy needs to issue 

a budget plan policy to meet the needs of the operational network of the Indonesian Navy's work 

units that do not yet have or improve cyber operations capabilities. 

b) Strategy Effort-2 

The government issues regulations regarding the use of Information Technology software by 

prioritizing domestic products for the benefit of national defence so as to ensure security; The 

Indonesian Navy makes regulations regarding software standards that are installed on hardware 

devices. To determine standards for the Indonesian Navy, it is necessary to coordinate with the 

Ministry of defence and other forces; The Indonesian Navy needs to take policy steps to develop 

domestic product software. Steps that can be taken are to increase the role of Naval research and 

development service in collaboration with universities that are competent in the field of Information 

Technology in research and development; The Indonesian Navy issues regulations on network 

security related to the use of Information Technology software and fulfils standard software 

requirements in operational units of the Indonesian Navy in carrying out cyber protection and 

operations as needed; The Network Security System Laboratory, which is in the process of being 

validated to become a Cyber Unit of the Indonesian Navy, carries out socialization on the use and 

training of cyber program software to all operational units so that misunderstandings, data misuse and 

data leakage occur due to the lack of vigilance of crew personnel in the field. 

c) Strategy Effort-3 

The Indonesian Navy fulfils the needs of human resources who have competence in the field of 

Information Technology according to organizational needs; In carrying out the recruitment of human 

resources in the Information Technology sector, they must pass a mental readiness test through a 

psychological test so that they match the profile of Human Resources for cyber defence, such as: 

must be able to work under stressful conditions, have high integrity, be disciplined, have learning 

abilities and so on. -other, in accordance with established standards; Training and capacity building 
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for HR can be carried out by means of: promotion/awareness raising programs for all Information 

Technology stakeholders and increasing knowledge/skills through in-class, on the job, online training 

programs and their combinations; Increased knowledge and skills in handling cyber security that 

must be owned include at least in the fields of digital forensics, incident response, operating systems, 

data communication networks, penetration testing, web/online based applications, conformity testing, 

network security, digital control systems and cyber security knowledge other; The Indonesian Navy 

carries out communication security outreach to every soldier so that awareness of network and 

information security can be maintained. 

d) Strategy Effort-4 

The government issues regulations regarding the role of interoperability between related 

Information Technology stakeholders in dealing with cyber threats, so as to create integration; The 

Ministry of Communication and Informatics, the National Cyber and Crypto Agency, the Ministry of 

Defence, the Indonesian National Armed Forces and the Navy are increasing cooperation in the field 

of Information Technology to deal with increasing cyber threats through data and information 

sharing; Handling the threat of cyber-attacks cannot be carried out partially, but requires 

comprehensive, integral and integrated handling steps between relevant stakeholders; The Ministry of 

Defence together with institutions, parties and other related agencies must work hand in hand in 

empowering the potential of Information Technology and its cyber warfare, one unified view and one 

perception to synergize one action, one policy and one complete action plan; The Indonesian Navy 

makes regulations regarding software standards that are installed on hardware devices with the aim of 

realizing interoperability between stakeholders in the future.. 

 

IV. CONCLUSION 

  

In dealing with increasingly complex cyber threats, the Indonesian Navy needs to ensure that the equipment 

and systems it uses can identify, overcome and respond to attacks quickly and effectively. This involves the use 

of security systems that include firewalls, data encryption, and intrusion detection systems, as well as strict 

policies and procedures to manage access to and use of information. In addition, it is important for the 

Indonesian Navy to have a well-trained and qualified cyber security team. This team is responsible for 

monitoring and protecting systems, as well as responding quickly to detected attacks. 

A good cyber operations software must be capable of continuous monitoring of networks and systems, 

analyse and report on detected threats, and provide timely solutions to resolve security incidents. In the context 

of the Indonesian Navy, this software must be specifically designed to meet their needs, including securing data 

and communications, protecting weapons systems, and conducting effective and coordinated cyber operations. 

By implementing the right cyber operations software, the Indonesian Navy can increase its readiness to deal 

with evolving cyber threats and minimize the possible impact of cyber-attacks. 

The Indonesian Navy realizes the importance of having optimal human resources in dealing with 

increasingly growing and complex cyber threats. Continuing training and education is an important part of this 

strategy, to keep personnel updated with developments in security technology and attack tactics used by 

attackers. With increased awareness of the importance of optimal human resources, the Indonesian Navy will be 

more prepared and responsive in dealing with ever-evolving cyber threats. In an era filled with cyber threats, 

security and protection of infrastructure and data is a top priority, and skilled and trained human resources are a 

key factor in achieving this goal. 

Capability interoperability, close cooperation and collaboration between all stakeholders in the field of 

Information Technology and cyber security are needed to empower the potential of cyberspace and digital as a 

resource that can be used to fight cyber-attacks. Thus, Indonesia can strengthen cyber defence and be able to 

deal with cyber threats that may arise in the future. 
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